Abstract. Both the random matrixes generated by MATLAB and the element-by-element matrix operations in MATLAB are proposed to construct the pixels sequences encryption algorithm of Images. The random matrixes which obey the uniform distribution or normal distribution are used to generate the key stream. By running the element-by-element matrix multiplication and division between the pixels matrix and the key matrix, the sequences of pixels are encrypted and decrypted. This algorithm shows such advantages as good security, simple calculation, and easy availability for programming. Furthermore, the feasibility and stability of the algorithm are demonstrated by experiments.
Introduction
Pixels sequences encryption, which is also known as pixels gray encryption, is to alter the gray values of the pixels while the pixels' locations are kept. Correspondingly, scrambling encryption of image refers to transform only the positions of the pixels. The third type of image encryption is called hybrid encryption. Which means both the coordinates and the gray values are altered. In general, gray encryption is better than simple scrambling encryption in terms of security. Although hybrid techniques exhibit greater security than the first two, its calculation is often the most complicate among the three.
So far, many academic achievements have been obtained in hybrid image encryption. Guan et al [1] suggested a hybrid algorithm using a chaotic sequences. Zhu et al [2] used the diffused transformation of the sequences to encrypt the given image. Tong and Cui [3] proposed a composite chaotic encryption method based on cycling shift operations and sequences encryption. Wei et al [4] put forward DNA encryption techniques on the basis of DNA encoding. Using Arnold transformation, Kanso and Ghebleh [5] established a chaotic encryption plan to encrypt color images. Using the dynamic key stream and RC4 [6] algorithm, Sasidharan and Philip [7] put forward a hybrid encryption technique. Using discrete cosine transform, Ahmad et al [8] gave a multilayer and blocked scrambling scheme.
In this paper, both the random matrixes generating method and the element-by-element matrix operations [9, 10] in MATLAB are suggested to design a new sequences encryption scheme for images. Based on the random matrix key stream generated by MATLAB, the element-by-element matrix multiplications between the gray matrix and the key matrixes are implemented to encrypt the original image. Conversely, the element-by-element matrix divisions are used to decrypt the encrypted image. Since the one-time pad technique is applied in the scheme, a good security of the encrypted image can be effectively ensured.
Random Matrices and Element-by-Element Matrix Operations

Random Matrices
The uniform distribution matrix in the interval [0,1] and the matrix with the standard normal distribution are the common random matrices used in MATLAB. They can be generated by the internal functions defined in advance. By means of the transform ( ) y a b a x    , a uniform distribution random matrix can be obtained in the arbitrary interval [ , ] a b , where the random variable x satisfies the uniform distribution in the interval [0, 1] . Similarly, the formula y x     can be used to generate the random numbers with the mean and variance of  and 2  respectively, where x obeys the standard normal distribution.
Element-by-Element Matrix Operations
The element-by-element matrix operations are not common outside of MATLAB. The premise of element-by-element operations is that the two matrices involved in the computation should have the same dimensions. Common element-by-element operations include element-by-element multiplication, element-by-element division, and element-by-element exponentiation. They are expressed in MATLAB by the symbols .*, ./, and .^respectively. Analogously, element-by-element exponentiation is denoted as follows.
It is necessary to emphasize that the element-by-element addition and subtraction are not defined in MATLAB. Actually, they are the same as the common matrix addition and subtraction respectively.
Key Stream Generation and Image Sequences Encryption Key Stream Generation
The random matrix generated by the internal functions of MATLAB is used as the key to sequences encryption. Usually, the matrix satisfies the uniform distribution in the interval [ , ] a b or obeys the standard normal distribution with the mean and variance of  and 2  respectively. In the practice of encryption, the dimension of the key matrix depends on the size of the unencrypted image. Since this kind of key is single-use, a good security for the corresponding encryption scheme is thus ensured.
Image Sequences Encryption Based on the Element-by-Element Matrix Operations
Supposing the gray matrix defined on the set of [ 
, encryption and decryption can be implemented with the element-by-element operations between the gray matrix and the random matrices. Setting the random matrix sequences generated by MATLAB as 1 2 , , , k M M M  , formula (1) gives the gray matrix sequences of the encrypted images. 
On the other hand, the decryption can be implemented by the inverse operation of formula (1) . This step is demonstrated in formula (2).
, the formulas (1) and (2) will evolve as follows.
Encryption and Decryption Algorithm
Given the original image 0 I , suppose the image gray matrix is 0 ( )
. On the basis of the operations mentioned above, we designed a sequences encryption and decryption algorithm of image. It can be summarized as follows.
 Using the internal functions defined in MATLAB to generate the random matrix M with the size of m n  .  Running the common matrix addition between 0 P and M as the following formula.
1 0
Where the variable x is an arbitrary nonzero natural number. It is considered as one of the optional keys. 1 P is the preliminary encrypted gray matrix.  Implementing the following operations based on 1 P .
Where the variable y is also a nonzero natural number. It can be selected as the other key parameter. 2 P is the final encrypted gray image.  Based on the formulas (5) and (6), the decrypted image can be easily obtained. The corresponding operations are now displayed in formula (7). . / (( ).^)
Experiments
The encrypted and decrypted results of the image with the size of 512*512 are shown in figure 1. The sub graphs (a), (b), (c), and (d) are the encrypted images. In which the parameters , x y are valued as 10 or 100 respectively. The first and the last sub graph are the original and decrypted image respectively. 
Conclusions
In image encryption, gray encryption is better than simple scrambling encryption in terms of security. On the basis of the key stream generated by the random matrixes in MATLAB, the element-by-element matrix operations are implemented to encrypt and decrypt the image sequences. This one-time pad technique effectively ensures the security of the encrypted results. Moreover, the algorithm shows such features as simple calculation and easy availability to be programmed.
